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A Study on the Laws and Regulations in Korea through the Analysis of
Cybersecurity Workforce Developing Laws and Regulations in U.S.

Soonjwa Hong,”" Joonsoo Kim?
"?The Attached Institute of ETRI(Principal Researcher, Manager)

2 AR IS oFIRE Ao e Afo|wmal
: Al - Aol ek A5 "J*}#ﬂ]ﬂ(OPM) A el =
(OMB) 3% 55 &3 a8 oA AL 7Zssiseh. GISRA 2000, FISMA 2002 HEo] 1001 A7 Ale]H B
ob o Aol i T4 AFE FAAch ol 7€ wA 2 A nel Jexoer FISMA 20145 AA3HA
on Atojm Bl Qe Higk HEL 23l BA A= F
S FAEsAch s Aol nel o oA ¥ - o AHE
of efuete] W - g3t nlaste] AjAIeE Al skt 3

Q7| elA] Aot Qo] FaAo] o

v
L #Ae B gy Ay Nla R B39

ABSTRACT

In 1987, Computer Security Act was enacted, requiring computer security awareness and practical training for federal
workforce. This is the beginning of US development of federal cybersecurity workforce. It has been strengthening the
development of federal cybersecurity workforce policy by establishing OPM regulations and OMB circulation in cases where
it is difficult to define by law. Through GISRA 2000 and FISMA 2002, which has been improved, it played a central role
for development of federal cybersecurity workforce for more than 10 years. Since then, FISMA 2014 has been enacted as a
necessity for supplementing technology and policy. In 2014, the importance of cyber security personnel in US federal
agencies has been increased even more, by enacting a single law on cybersecurity workforce twice. We will review the
current state of Korea’s development of cybersecurity workforce by reviewing and analyzing the development and federal
cybersecurity workforce in the United States.
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OMB), =+E3FH ¥ (Department of Homeland =88 73 aHoA AlelHrel 58S 2 5 9)
Security,  DHS),  ax}#e]AH(Office  of 55 ke oA Sl Stk & 4 gl
Personnel Management, OPM), FHZEF7|& - A5

%14 (National Institute of Standards and
Technology, NIST)E $A2=2 dW7|Ee] A
FH R ¥ AL oFsta oot
B =2 o9} e Alo|wHel WEES FES}
o] <lAA|Z(awareness), F#(training),
(education) o] 4% WHxIdE 7Hte=z
HEQE Q1= ofAdol A3td ¥& Ao,
It} Anr] AF AH el gk kel
= OPM 4, AA APl 245+= OMB
(circular) & ¥ AE3SICH
At H ek 1T9} 3/ sl 2 Eofo|nzE 3
Sl 2 VES| =Y A T3 AEAoR Z45
7] A2k 19804t 5 2 Ao R My Aol
AA HHA < side]etar A7bE T Ale]r Bk
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SR
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B 0T P PES AouR w0 25T &
QEZ o}F (cryptography)7t F3E “H7lH A

bl 12:

national security system) s HE: WHE
L=

o 7ol Awboleh(2). ol AL vIselA
H57)% Hof APy Yop MER hRolA

71 e AtolmE gl o <l el M= AlLlF
tha & 4 gl

vl=re] A AlelwEgke] WA o] ARE7|71A|
1980 tell= AHFFE el WEH I He] AMEEH]
AL, 1990ddell= IT So19 5347 tj8o] AHn
Xt AH®RBZ(information assurance) 52 %
o7} AMgEI e, 90dd) Fubr] <Al 5H
g ZuElE o] WA wet HEA(informa-
tion warfare)o|gbe A2 $o7t SAsAC)
Atolw ®Hak(cybersecurity)e] 2000w EoiA
A WEA FAALE AE AR, o]F X2
E S AR A B Al fol2 AF
Fo] ARE AL 9leh. vt Afelw o] ol &
e T4 YEE Gold gk AAFe] BosH(3).
w3t me] HES ATRY 7B Aol
A7) de] AuAxE wme IT Al2gs
Ze Ao sw glew IT AEeH
2k <lFo] Alolmr gl AE-QlEo] & Ho] 7]
ot fElviete] A5 IT9h Alelwixcle] M)
Ao ® HJA == Aol 9o EAHer |

ta

Rlore o fz

H

AtolwHel <l kol FHaste] Alb=El WE 8
£ 94 4% Table 1.3} .

Aol Bt <1 ofAel| thalA= AT FA o
2} thofgt 3ol EAlgi). Ag AFAIES Tal-
deta WS A AN ATsle], ARES
Ay o] wapE s34, 50 ARIA] Ao
Aehel w8 AA6,7,8) 5 Ak It A
A g AR AFAES ST 22H Q] Ale]
HEE A oA A8l (10,11), 4% Ak
AIHE diu|gh Alemrgl AEQE Fde FLAAS
A AdelA Zrxsta gict

Ak, ol2lgt WA Fge] FriAksle] AAA

ql Qlgepy W E wAS 97 AL Eo)2 o]o]
AA Faw ol Aol $2]9 Aelrh. o] o2
[e]

W, 2 FolHE FrHAe] A

ol xHo] HEgo] s  sddlolrh. =Rl
HAAQl wele e Pl 21 2 AHY
Table 1. Laws and regulations related
Cybersecurity workforce development in U.S.
Year Acts
1987 Computer Security Act of 1987
1992 OPM Federal personnel regulations 5 CFR
Part 930 Revision
1996 | OMB Circular A-130
2000 Government Information Security Reform
Act(GISRA 2000)
2002 Federal Information Security Management
Act(FISMA 2002)
2004 OPM Federal personnel regulations 5 CFR
Part 930 Revision
Federal Information Security Modernization
Act(FISMA 2014)
2014 | Cybersecurity Workforce Assessment (CWAA
2014)
Cybersecurity Enhancement Act of 2014
2015 Federal Cybersecurity Workforce Assessment
Act(FCWAA 2015)
2017 OPM Government-wide Cybersecurity Data
Standard Codes
2018 Cybersecurity and Infrastructure Security
Agency Act of 2018(CISA 2018)
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< o= AYolA #HFe Rat 14 (awareness),
ZAFE| Bek A<t (practice) S F713 o2 AAE 7
< Rt &, ol A3t AW A
& Ao Z Al RF(AHFFE R FH o F

zslgdon] NIST9 OPMo] &elsle] oint
713ke] ASFE| R Rl dig slel=ekele] s

2> rlo

My
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Aubr|st ¥ESs FRHoR sl OPM
19924  edukelAFAel  “Federal personnel
regulations, 5 CFR Part 930, "Employees
Responsible for the Management or Use of
Federal Computer Systems’= ¥%3}3ic}. o]
TAelA AFE| ekl &A% AFE Rt F= 7}
olzeeld me}t FHs AFd As Az sk
w3t o] slol=ahel AR Aol s dwA
F Ao wEst g o3t sl (13).
o] A9 &£ WA= oI Z
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o# NY % 18 2602 oYY NYT

07| M HOBY & BHU H2A% W YW AL
I%Y YU 02 HEg §9E 22 N

0oFEo UZEY GE 3N B0 RIHE Ny

19904 Z, Atolmmol Tl ik AA Fx14)
S5 B, A AR Alenirel FH
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7he]=2}_l(NIST SP 500-172, 1989)& 33}l
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213 OMB 3|& A-130 (1996)

OMB Circular A-130, oIWAuzdAe]
(management  of federal information
resources) % Appendix MW<e] odukalE3tA]
HAd Rk (security of federal automated
information resources) o4 NISTelA #HF
HHEQHER slolrelels o] E 3tEE ®H s
uH13).

- page 17 -

a. Department of Commerce. The Department of Commerce,
through NIST, is assigned the following responsibilities
consistent with the Computer Security Act.

2) Review and update, with assistance from OPM, the
guidelines for security training issued in 1988 pursuant to
the Computer Security Act to assure they are effective.

Asei Bk o] A IT 714 vkl ¢ gl
o v 2 OMB Circular A-1305 7WA3ste] 143}

A 2R sk wae Asel o,
2.2 20004CH(2000E ~2009H)

o A7l BV AF8E Pold 234 QY
3wkl 7)%e] nge] AxslE AWEA AolH
| S7b ohusl Fag Qjelow Qlajsglon

H3p7] A#siete.
221 MEZLHOINSH(GISRA 2000)[14]

AEA B B NEH (Government Information
Security Reform Act, GISRA 2000)2 <u7]
o] 713 NA &g AYE FE T3k, 3
FA B AN (Chief Information Officer, CIO)
A AL Fojsla girt. CIOE ARHL FL
APAE A At ALE] o
Z=Esle W sk olch
o dtd AR 7R AAN GAE Fdef )

 dFellA vk=A] Bt A FHE A S A
g8kl st

o] Helx NISTe] &3t A& ka3t 2ol
TAA = Zstebaltt.

N

o HOAAE G AF ZRIUe oI WY % Vs AYS
Zasto] AYYEANAY 22 % BEF Y NHS HE,
29, 48 F 2ydo.

o ZRE 2O U4 O HREH B MR usg A¥ NHS
Y, g, HE Y 250, OPMY EES et

odfg VY 38 ZRIY U A2H 2O AY HEq
C20 He B AY NYS o HIEC

o2 N2HI ¥ HZE [ 220 SR HH
o NEY NEE HSec

oI Nado 2ot AP Fretd, Jais Yo LA
SA A 7By EYEL

w3 o] WEelx OPMe] d&3 A oh53t
o] FAAM o2 wAskaL gt

o A% HAZ Y% ARH 2O uso Y ANBAAYS
HE 9 =2as

o HRE 2O AN S HFEH 2ot 2y Ao OF 25
NYs 22D /A Baste o Ao §RENISTE
oo RNABC

o AYYRI X AStE A A 2 ALS EYHI| oY
98 L 28 OUMEE(EY o3 ¢7tE Pz 529
ZY)E ML

o NAWAH HEHE N&HY YEEG 0g X 2HY HEH
s 2Rt lofor et

o729 875 FENE + U= AHAS #E YEEY
HEHNZZHME)E HESA 250 o0t

222 ALHEHE ORI H(FISMA 2002)[15]

dubd o 20014 9.11 vw=+o] qkrAA e} A
oW Hoks Z3lsle 21417] M FR3 Aldow
oA Qe FEQhr o] HRle] Il FEQkE
H(2002)% A AAE AnbdE R
(Federal Information Security Management
Act of 2002, FISMA 2002) "= dul7]3te]
Aloll aks Zhskal slwAel Wew Aelwzsh
Hlek o] W2 AR (E-Government Act
of 2002)°] <9l Title III(Information
Security)< A|AshH= Zelth. FISMA 2002+ %
= dwrlate] FAghe] 7]&AQl AlelnH el A=
3k S8 Aolv, o] W= NISTE w73t
Alzel HokE $la] ARSE= Hel rlo]=eel 3 A
A& el 7)o A4t
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NIST is responsible for developing standards and
guidelines, including minimum requirements, for providing
adequate information security for all agency operations and
assets, but such standards and guidelines shall not apply to
national security systems.

FISMA 2002¢l+= NISTS] JF¢F Hsgt 55 &
o Al oR Fshe 54l slos, ol
3 NISTE Aol ool 714 23 A7)
#oz A A Agivka & 4 oleh

sl AAel il Addeld A4 A

U w0 FRe vhest o] s o)

@) 71 #g2 E §9\ ° Mg d oE g, 3N BEE Y
N4g £4 8 4 UES 528 sHe ¥e Ous
g wsfof 8ie.
(b) AGENCY PROGRAM
@) 71#e 29 ¥ A XAt FEALH AR A
TR ABME ZEO AU YEE NIss E¢
O Al 3 & (security awareness training)
(A) 159 231t #HE HE 2o ¢d
(B) ojgot g 507 ofsf LotE 7 HH I
HAZ z48 M9
=2 CTa2 = o
2.2.3 OPM Q1Et13(CFR) 5 7H&(2004)

FISMA 2002¢ ©]A3sle] Arwat <Az &
QFAFERS kgt NIST SP 800-502 20034
F3l5ic) o] F 71F2Z 20049 69 OPME <Awr
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07| BEAAY HFY UMY FU B E& HAOA
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2.3 20104CH(2010H~2019H)

2000106] Woll S 2vhEge] BATOT o
AR wgel sel el AREe] BiEol
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PFe 19879 ARERIYS Eal A
Aolu kel da YEE AR A2
24 SIS 25 [1769) viopAd
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é"% ) #]7] AWSP 1990L4r41
FA FAoE Aolninal EHz“° *3‘6}04 skt
2002 vlae A w = *liﬁm HE3}7] §13
FISMA 20025 AAstsiet. ml= ddi= =7t
Ahsle] d4ishR Afeuinste] F2A4dE QlAste]
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djshd = sty FAAel dubie suiow Alol] Bek7}sH (Public Law 113-274,
v sl FISMA 20025 273l 49315 “Cybersecurity Enhancement Act of 2014,
Aol el AL 918 elAbEel = (OMB) 419 Dec 18, 2014)& &5 2 wIzF ko] 7 /e,
Apolw Rt H A FEelgon 7+ odupr]He o1¥ FHl(workforce preparedness) @ i <l
FISMA ¥ §]% 32 53 slsirh(18)(19). AAl3L(public awareness) SHelA Ape]H mgt
FISMA 2014°] Afeluirel <l#eld Fobe= <= WAkl S18) 3 dEetes Aaskar <)
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232 AlO|HEOF ol= H71E(2014)[20]

AtolwH ol ¢13 H7P (Public Law 113-246,
“Cybersecurity Workforce Assessment Act,”
December 18, 2014)> DHS A4 Alo]n{Hol
1=l it A7l HrHE Ak ek

PUBLIC LAW 113-246—DEC. 18, 2014

SECTION 1. SHORT TITLE.
This Act may be cited as the "Cybersecurity Workforce
Assessment Act".

SEC. 2. DEFINITIONS.

SEC. 3. CYBERSECURITY WORKFORCE ASSESSMENT AND

STRATEGY.
SEC. 4. CYBERSECURITY FELLOWSHIP PROGRAM.

o] WellA AlelWmel w8 F/PdZH(National

Initiative for Cybersecurity Education,
NICE)eA] Agkgr =7} Afolnjrgl o138 =Zggls

32 E9)ste] AlolwHel WF(category) et AE
%3 (cpecialty area)2 A2tz gt
TEQRIE AL 180Y o|Wd DHS 2% A}
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TITLE I -PUBLIC-PRIVATE COLLABORATION ON
CYBERSECURITY

TITLE I-CYBERSECURITY RESEARCH AND DEVELOPMENT

TITLE I-EDUCATION AND WORKFORCE DEVELOPMENT

TITLE IV-CYBERSECURITY AWARENESS AND PREPAREDNESS

TITLE V-ADVANCEMENT OF CYBERSECURITY TECHNICAL
STANDARDS
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= 4, 201594 o] e TAZE v el
A B4k Aolnlnel A3l woldeks 23
AA 2 P 91 AR} kst A
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P

3 gleh, R FRA] nEF 5L A9
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234 Y Alo|e{ ot Q12 EH T (2015)(22]

AboH Ho (Cybersecurity Act of 2015)-2
20159 129 <<1® 2016 IAdE E3AEY
(Consolidated Appropriations Act of 2016)
°] DIVISION Nell 9l #Eolr}. o] Ae]uxgt
Yol ohga 7o) 4359 HES 2338l 9l

O Atolw Rt A B3

@ =7} Alolmrgt BE A

@ Avk Apolm Bt /HAH

@ <A} AlolME<l 1 Hriy

DIVISION N— CYBERSECURITY ACT OF 2015
TITLE I—CYBERSECURITY INFORMATION SHARING
"Cybersecurity Information Sharing Act of 2015"
TITLE II—-NATIONAL CYBERSECURITY ADVANCEMENT
Subtitle A—National Cybersecurity and Communications
Integration Center
"National Cybersecurity Protection Advancement Act of
2015"
Subtitle B—Federal Cybersecurity Enhancement
"Federal Cybersecurity Enhancement Act of 2015"
TITLE II—FEDERAL CYBERSECURITY WORKFORCE
ASSESSMENT
"Federal Cybersecurity Workforce Assessment Act of 2015"

SnpubA - T dZke] Alo]w Eol 7F3s) A A g
FH|E Hledsle] WAoo g 33| stuxl, o3¢}
4sje] 20154 12906 Aolunebie WA 4
3) & Eal S7hel Aelulnek dake 7
= g Fog =75 AlFsta 53] w1t
719 7197k B8 ARole YA Aloln 9
g AR %’“ﬂ‘% 3t = sich,

Aol oy 8 W8-S A4 =l - 3 Ale]H R
ok ﬂii?‘riﬂ A TFEHolr, 4 FEQRY I7MA}
oM B oAl E3HlE (National  Cybersecurity
and Communications Integration Center,

N

NCCIC)®| 7] 743t 2 AnAF Alolw wel 73}
z2olch, AR AWpAF- AtolniE el 1¥ 2 H7t
-3t Il A AtelmiEel sk ZlE AM]s~
AbolHEol 743t ®WrlelmAaky] ol AtolmEgl i
A, AATFE A B3t 52 FAs e

Atolrizohye] o w AR oAk Atoln]mel
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Hell gk 85 Hrista deE A3sle HES
sk glet.

NICEel digk WAal &4+ 2014 Ape]w =t
ZEE el A AR =7 AfelwHel Q1A W g
Zaee] &l oful Ale|urel ol sl A
A gler, WA A5 Frsle] NICEH 2
03 69 7 =2 =3 3wk 5 9l

Afelm gkl 714 (2014) o4 NICE =7kA}
o1t A ZAYHZE Eefsle] Afolrinat 1

F(category)s} A+ 4% (specialty Area)s v
2 Aelssion of7|qE ofurt 89] Gl A
A& (work role)S A3t Alolm Rt 1=
7hge]l DHS 4% 8-S ez g ki, 01“3
A7l 2 A AUE A8 ez sk 9)

FH71%E& OPMoR FAHL 3l

X o o d

0

Jol

OPM< NIST<®} &e]3s}e NICE% R AR
?‘L(codlng structure) & N 7S A3
st I FERe QU g 243 =E o
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gt I8 Fo3l= AL FAsk sl 7 odwt
7132 AlelHEgl B I ALY EolA Z=E Ho
d= A2 vesle] At EE A st ook

OPM= AlolW & sle] A|F3] S+=e AF
A Aty 7 AWyl A HS LIRS
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2.35 OPM Alo|H{EOFT=E0{ X|ZEl(2017)[23]
201341 o]% oduir|HE2 A Al H gl Hlo[E
3 F=(government-wide cybersecurity data
standard codes)E Foiwrol St} I I+
NICE Cybersecurity Workforce Framework<]
T W 330 Aok R - A st ol
20154 olu} Ao rgl <l "ﬁ H7P ol A3t
OPM< NICE 34 Fx& Fd3ln AR 7|,



130 Pls Abelluicl ol oA W - 8 S SR S CE -t R ek A

Atolr] Hol w= 7|e} AtelH I 7]Fe FUE 3, o] AellA =EF v WSS 7o Bl -
S8 Ze QW Wz A9 (federal civilian Ag 3l
positions) & A= AAE sk sk
Ant Al EQl 33447}3401] w2l OPM< 3.1 Hm &= M™ 2 0|7 i - 78 24
20174 14 49452 IT, AfelMBEst 2 Al 3%
2 75l oAAg oa 1°J Z]9o]| A FE Alo]H B pl=e] HE 2 A elA Afelrirsl 1Y At
b ZEF Foldle ARE TRtk BE Qw " W - S AEste] 4 af gEE APEst
NREE Aol Asle] el e QAmes o Allmual A el - PO wu
2017d147bA AL S WA wiel wet FEEE skl FF - e EA Y A Wt
OPMo] #A|Asle] g3zt Ao}, of sl wlx¥ 4 9l ¥lx ¥E(comparing
item) o2 AAgct el vl=o] ApolHESE gl
236 Alo|HEOoF 4l J|HIH S 7|2 (CISA 2018)[24] H AESd HBF) - FHEF) 1255 AFRgie
o, 2+ WeE F A5 vlart 7hedt v 35S
AfolmEel 2 7kE 5 7]3H (Cybersecurity A= 7o) Hasl)
and Infrastructure Security Agency Act)<> = 52 1259 W - A SollA Ak AkelH
EQEH(2002)F /WAt Aur|ae] Afo|wH ks Hak ol oA AA P AlEE AT
@dshs F7iHZE 0 (NPPD,  National
Protection and Programs Directorate)& % (1) AsFelrery, 1987 (L1)
A4 CISAZ o /fHsk= 7ol F gl o+ i ¢ ASE A" " Anr|a 2l
2017 12¢€ 19¥  "E7]E$43E (American o & W% ) AbelH| Bl QlA] - (2) AbelH
Technology  Council, ATC)el4  Hug Hel ¥4
“Report to the President on Federal IT o A 713 NIST ¥4 #4713 A A
Modernization’) el we} Bl 715 29 Ale =2 A1 4 odd ASE Mgk F5 vle] =gl
ALs BAs| flgh FEQRY AEE o3 B A owE
13 & HAFAL UTH25). o ¥l 7|3 : NSA, OMB
Atol Bl olE FHasle] 7] AAHE HEQ
AtolwH el ol iy 5 e vl & (2) OPM ¥4, 1992 (R1)
A& &3 CISA 2018°] A= Ax FZ3h= 7l o @7 : Computer Security Act of 1987
ek B A 90 ool AE3 AL o3} ) o 3 : NIST SP 500-172(Computer
Ack olaEd AL v HEAAY B Z 5AL Security Training Guidelines, 1989)
2 WEY F5 2 oA A A= Ae] ofet o+ i - Awbr)at FE AR Al
AlA| A 37 3ke] HAE Whedst g 2|3k Aeo|t). (1) & A 2 28 F60d o]l A=A
(2) A2 713 IT BotshA - Ax) w3l
[Il. O/= AIOIH{EQ B - Aol SutM T|Hio| AsAY 27 ARE oFe A2
A i F|ot AFE e A
(3) AR 9ztEe] wE F715 FaHo]
71E QAFolA] Atelwmel QlEekg W - 574 ] S5 A9
.24 wbo] gl TAR, [MAA] AMHE 12 o ¥4 713+ : OPM, NIST
o W - RS 7Nk R S Aleln]H el 1ok
I W - AE AS vaEb] Ysia AR 9 (3) OMB Circular A-130 (1996), (R2)
< Alghaic}, o] A= H A JELR A% o @7 : Computer Security Act of 1987
v 7 SES Al WY =5 eSS o = 7|3+ © OPM, NIST
Zako g 19%0] W . AL Bl VA|A] AF o WA A|A] © NIST SP 500-172 7§ A4

zo
ol sl ool W - AL APgst
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(4) AHABA2YAEY, 2000 (L2)

o 7NA AA © OPMellA Aw+tA A4 A4

o &8 A9l : Aulr|IAe] CIOA ¥4,
CISO /MY =4

o A 713 ¢+ AFF(NIST) A4 H7]38h4,
NIST g&3 A& FAA 73t

o ¥& 713 OPM OPMe g&3 Al
TAALE #A

o ¢/= #3 ¥ v : GISRA Annual Reort to
Congress (2001~2003) W 23

(5) A Bret#ey, 2002 (L3)
SR g A A9, e Ak,

71e AHg7k
o # A ¢ (1) A|WA ol FAE
e Qe (2) w94 £ o
GELEDER
o A|907]% : NIST 9% 413}, NIST 43

ITL CSD, ASD AlAde] &7 W&
o 913 ¥3t ¥7 : FISAM 2002 Annual
Reort to Congress (2004~2014) W %3

(6) OPM wlA+A B4, 2004 (R3)
o &7 : GISRA 2000
o #aL : NIST SP 800-50(2003) Hbd

(7) AR RSy, 2014, (L4)

o ¢1¥ &3 W : FISAM 2014 Annual
Reort to Congress (2015~2018) W =3
*obE Y$-2 FISMA 20029} 543 vj$&

(8) Arelw el 21 Hrly, 2014 (L5)

o Za : NIST SP800-16 2'nd Draft(2013)

o ¥ di4} : DHS &% AlowHel Hdzld

o &1 H7b g ‘3135"01] g F714 H7t

o A5 AL : NICE Category, Specialty
Area %9

o ¥ A= DHS A3 Ale|HE<l 1= FA

(9) AbelH = sk 23y, 2014 (L6)
o #141 7]3 © NIST, NSF, DHS
0

Zb A (DAt EE AR, (2)<0”

%“%‘7}"5, 2015(LT)

(10) ‘Mc’lﬂm
E w3 olgo g gy

A

=

I

o & WA BE

0 A% Wk ¢ JE—M 3 7717 37t
o =7} AA : NICE #H# 24 %4

o A% Ael : NICE Work Role #<]

(11) OPM Ate¥jrtzeto XA, 2017

0 &7 ¢ <A Aol 212 A1 (2015)
o FHl U4k 1 Qi Aelurgt Y Y ;=
4 2

(12) Aol rgl - 7|ukR 37|34, 2018
(L8)
o Zx : NIST SP800-16 3'nd Draft(2014)

A719} zro]l 127 W - FAL ARHoz BAI
A} Aol ok 1H kS s He3 Bl FE
< 15Foz Ada 5= glgi). 15%d ddsl+= vl
wIEse Fd it FH e A9 9 AY
WS- 3 o 24, o AN A F A
o g vy 4y Hrp AF Ao <y A
Uk AL, = AN Sew BRE 4 ald

3 A Sl e (DA
e
o (1I-1)A% 713 : A EF, Ffol=ehl
7% 5o Ak AR AR

5 WA vaage (2)57 sdEs vl 3
o
0
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e} [e} l ) H [e}
gk 7 A WS * A " F Groups Items Descriptions
0 [2-3)AF Ao : tjAF adHe] FAA 2T+ Is there any support for
T4 G (2-1)Federal tralmpg {)for federal
i agencies?
0 (2-4) H7} - oA Qo] Tigk Ay] wi Supports * Standards, guides,
= technology, etc.
W47 97 4
Is there any kind of support
o (2-5)a1% A=F @ oaf 1=l gk 1 oFA (2-9)Civilian |Tequired for training in
?
;ﬂ%'k 1\,—3]‘:] ‘?T‘!% Supports icggﬁislérship internship
0 (2:6)%7F A+ 7} Al @ A< @ ete. | |
47 s= Tools (2-3)Defining |Detailed regulations for the
Work Roles target workforce' work role?
Regular or occasional
2-4]Workfor
A A AR (Bl A v poscssmns . [FSSS3SEIL of the et
Zo = Al Al om Jehe e (a_11% workforce?
o R AR A el sdEe (3-8 [2-5)Workforce |Is there a development plan
A; & 7FA R A & 4 9)gd) Plan for the target workforce?
2 [ - - i 2-6)Nationwid |Legal basis for national
A A gl AP (4)5 %] sdEE 26 .
e Policy policy?
v 32 o5 2} (3] [3-1)Training o .
Identifying training targets?
0 (4-1)E W ED AL alob Targets Targets
ddo] & 4 ow (4-1)Training |Specific training to be
TAAL FH g 7 (4) Contents performed by the trainee?
o (4-2)918 ®y : Z& diA} o= it Goals |(4-2)Workforce |Reporting duty for reporting
N - Report on the workforce?
FANS IO 3 ol F 3l oW
RaA AAE B3 B ops i i Any basis for these laws and
(5-1)Precedence | :
regulations?
A WA B3] sluise L n=x ~ Any references for these
oAl WA vlaagel sldEE (5)7]els 253} (5] [5-2)References laws and regulations?
7] 2R FE-E RolE Zo® ohg) 3} Others (5-3)Revision Orders to amend laws,
0 (5-1)2A : o] -4l BA ¥ Order regulations. guides
standards, etc.?
o (5-2)%kar o] W - A9 . fF
-3170A A A A 2] ol W= Lo
0[53] ° ]] %0,7]']——,41-?: o’] 33”"‘1_-||'§O|H| _E__l
FEREE
Y o . ua 5 lmaE 2 1570 Ml FEE V)1FeR 12
o]} o] 5 1FS 7Hke R SlellA AP A WA Aest Al o) 2
Zo] W . %] ﬂi /\hﬂa H SFE S x]
120':]4 I E-L gk 1570 wlal g5-8 A o (1-1)x 7|3
s 7
F/] ]’ Table 29’]‘ ET;]'. _ NIST’: 57H ‘E“’ﬂk] _H_Xj
| | - DHS, NSFE 1 &4 4
Table 2. Comparing groups and items for o (1-2)sa37| 5
analyzing laws and regulations  related L: - 9g
cybersecurity workforce development - OPM2 37§ WElA M4
5 - — - NIST:= 271 W%, NSA, OMBE 1] 4%
roups ems escriptions
> - 0 (1-3)E88e : 3 WEol 1w 74

Designation of institutions
to support workforce
development standards,
guidelines, and technologies
* (ex) NIST in the U.S.

(1-1)Supporters

(1
Subjects

Is there a designated agency
for supervising, funding, etc.
for the workforce
development ?

[1-2)Related
Agencies

Designate a position to be in
charge of training
workforce?

[1-3)Training
Responsibility

o (2-1]AIR 1) PEel £

7}01‘33}?1% A9 A& 4
o (2-2)R17HA1 1/ ®EolA (1) Afe]mHgt
ﬁz]‘ﬁil (2)1814, ()ASF - 55 14
o (2-3)A5FA4 ¢

- 17l W&l NICE Category,
Specialty Area T4
- 17} WEel4 NICE Work Role 74
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o (2-5)18AZ 17 WEel4 DHS
AbolH BQl Q1% ofA) A=k +51& 14

o (2-6)=7F4A : 17] WHElA 2010 A=k
NICE ®%# 271 =4

0 [3_1]%‘3’3‘:]1/‘0

- A A2EE T PR 49 1)
Mg 74

- QR E A AR D) g
4

- AY)E A, A 71 Akt D e A
A 2 B 74

o (4-1)FRAWE 170 HEA (1) Afe]H Rt
1A E AbelH B & 1A
o (4-2)918 R 1
- 7l #HE : GISRA Report(01~03)
- 1/} ¥HE : FISMA Report(04~14)
- 170 W& : FISMA Report(15~18)
o (5-1)2A
- 270 WE ¢ ZSFE EePH (1987)
- 171 74 GISRA 2000
- 10 WE Ao EeIEH /1 (2014)
o (5-2)3x
- 270 -4 © NIST SP800-50(2003)
- 171 HE : NIST SP800-16 2'nd
Draft(2013)
- /) ¥E : NIST SP 800-16 3'nd
Draft(2014)

o (5-3171A#14
- 17 ++4 : NIST SP 500-172
- N ¥WE : OPM <d¥+t4

4715} 2ol
3.9 o] el 4 ek 87
Aol gt QY e A9 g
15708) Wit gEe AFom AtEE A
3 wE ol WAeE Agel FAslges o

Vg & glelet.

Table 3. Details of U.S. laws and regulations
based on comparing items

Comparing Items

Descriptions

[1-1]Supporters

o 5 Laws : NIST o 1 Law :
DHS, NSF

[1-2]Related Agencies

o 3 Llaws : OPM o 2 Laws
o NIST
o1 Law : NSA, OMB

[1-3]Training Responsibility

o 3 Laws : Agency Head

[2-1]Federal Supports

o 1 Law : Training Guideline

[2-2]Civilian Supports

o 1 Law : (1) Cybersecurity
Competition, (2)
Internship, (3)
Scholarship « Service

[2-3]Defining Work Roles

o

1 Law : NICE Category,
Specialty Area
1 Law : NICE Work Role

o

[2-4]Workforce Assessment

2 Laws : Periodic
assessment of target
workforce

o

[2-5]Workforce Plan

o

1 Law : DHS Cybersecurity
Workforce Develpoment
Strategy

[2-6]Nationwide Policy

o

1 Law : legal basis of
NICE started in 2010

[3-1]Training Targets

(=}

1 Law : Federal agency
employees dealing with
computer systems

1 Law : Identify federal
workforce to train

2 Laws : Federal agency
employees, federal agency
contractors, and other
users

1 Law : DHS cybersecurity
workforce

1 Law : All Federal
workforce

1 Law : Establishing work
roles codes of federal
cybersecurity workforce

(=}

(=}

o

(=}

o

[4-1]Training Contents

1 Law :

(1) Cybersecurity
Awareness

(2) Cybersecurity Training

o

[4-2]Workforce Report

1 Law : GISRA
Report(01~03)
1 Law : FISMA
Report(04~14)
1 Law : FISMA
Report(15~17)

o

o

o

[5-1]Precedence

(=}

2 Laws : Computer
Security Act(1987)

1 Regulation : GISRA
2000

o1 Llaw : FCWAA 2015

(=}
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Comparing Items Descriptions

o 2 Regulations : NIST SP
800-50(2003)

o 1 Law : NIST SP 800-16
2'nd Draft(2013)

o 1 Law : NIST SP 800-16
3'nd Draft(2014)

o 1 Regulation : NIST SP
500-172

o1 Law : OPM Federal
regulations

[5-2]References

[5-3]Revision Order

Table 4.% wladEs} 4 -4 F25 A244

o2 neiFy] gl AT ERA, AW

FZo] 3EA FEI: 1A% 5

oA Aol nek Alopy Fadste] Wagt FAAY

WgSo] thaat W - FRelN AEnHoR 74
(el e} ulll

Table 4. Distribution of U.S. laws and
regulations based on comparing items

o5 Aelul gt Aeby W - 4 53} wla
wua Feehe A5 AelMnate Tt 4

WEo] gl dAelth 7|E HRFAY o454 Y
AHRF S| Hg HE, ARZAMEEY, A
HAHH T Fol Ale|MEgl side] 9l& ¥ 1<)

A A Wgo] e, S7bAfolrlqbd At o

Aol sl Agehe 23S £k olch A
SR 401311% oY S SsiAe AHT HE
AH R 7]

%‘%ixl“* °]Xﬂﬂ‘r o
A ellx AJafof

4.1 AMolH{Eot 23 HE §iE

SejuEke] AlelMHeRs g3 UubE
a1, Zh b siie] EAlsta 1 /el &
sto] AtolwFA el gt glct. & ¥ Rt
+ ¥dshe ARSANIESY ) 3 TS Rs)
71EH ol slek AN, AR SRS
7R R - A - S At g5 - T - F

A 5o fef FE AxpH Ao - A=A~
B @ R REATH A uEAuH =3 §EA 7|
A) kel FeksAzIRe] Aol AAT ‘FaARE
A7 el gk AApA A9 2 Qlste] A
g A, & ASAALE AR R sha 9)
aela TEH RS & w7t - A AR A
cETH 5 AR AR EBEAMR| A4 2R, A
REA B9 Azdxt, 9-424 A 10117]JJr s
AEFI W EA 7 Uk a8y T2} o] &ER9 &
B, =AY, 7 5 AR % w17H-
5 et eR gk aRAR g Aol ARk
Holoja] AlelH B kS 913 duber 7]Falrle
o7irh(18).

vl AubEI vlaE flei FE FEEel
o] Afelmmel Fa HE 2 AL okt Aok

(1) A= (1999.7.1)

(2) AREAZHF BER(2001.7.1)

(3) AREAITH(2001.7.1) - HAEEAIY o] &

27 2 ARRT So A3 WE

(4) AA=-57120% (2001.7.1)

(5) ﬂx}@—“r”d(zom 3.1)

(6) =7F4x3} 7189 (2009.8.23)

(7) NAA B ii“é(2011.9.30)

(8) =7Frbelw b ke]++4 (2005.1.31)

o2

-

l"

f

Sejifelel Aloinel Bl WEL A
we el FE o)Fw gk et
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to

G YT

o

A et AT

MNARRIHE g3t o] AR BHIE Table 5. Details of Korean U.S. laws and
o3k A F-qle] oFAlo]ebs Aglute] glom@ Alee regulations based on comparing items
o slejA FAE Zerha & 4 gl Comparing Items Descriptions
One Regulation : National
[1-1}Supporters Intelligence Service
HIZ(I2AY) O Eagfise HAPEY B9 QY8 } -
i Y BYE oot L,ju}l:} 7H°|”E wo [1-2]Related Agencies None
7| £ 4 8 (0] 3 "7|E71| gvolgt SH)e A ZYAHI| O [1-3]Training Responsibility One Regulation : Executive
Y1 Hostol fECH <Y 2013. 3. 23, 2014 11. 19, Agency Head
2015. 7. Zf) [2-1]Federal Supports None
Q@ JI2AENE oS 4 29 MEO ZFEHO O Bt
6. HOIME B52 og HEOZ0 %N [2-2]Civilian Supports None
[2-3]Defining Work Roles None
[2-4]Workforce Assessment None
= 10] o]lZ%
ol obd AT dFsl H7Mbolu sl [2-5]Workforce Plan None
a]-ﬂ-;ﬂo] A].o]ﬁ{io]- O]Ed c’o]: _]‘g‘ 7]'74' ZEL ‘ﬁ']?)] »]‘57—- [2-6]Nationwide Policy None
Atk e WEe] oM ER IS 2 3 [3-1]Training Targets None
o] AAHY gHo= AE 7RI [4-1])Training Contents None
[4-2]Workforce Report None
[5-1]Precedence None
ﬁ|4}-(“0|H10|' §}Eol xun @%%@!gﬂi&ﬂ Q% ey [5-2]References None
HeSAUO oo PHAZ GuE 390 don 08 —
Asto NOHARYPE HESHE HRUHS BEGE S I5-3IRevision Order None
Yo RA2 ZR0I0 BIh
@ BA 3URIBY B 4B 227 9 NEKA 9 whelat Amelee] obd  wed] oldk A9s )
GA2 8o do3 AlY FEA 9% HEu gx o AT AwaEe) 9y, adel] d A A
S Lodt 2K E ZPSGEE 800 B}, A7) Ao 24T AL 2| Ydt & vty 2TFA
o 257 0 o 7ro Ne] Bl 3FEo
HIGZ(QEYY 9 198%) 024 3495789 e L - T A
MO T4 ZH0 Tod JadEe ¥MsT 200 el = - g el AR S olgdeh
AHMILE Aot Che 2429 NY3 Z7oH0or dtrf Table 5.9] vl@aEo= At AFalz] ofx
LAO[HOHE 23 HE7leddo g2 Q¥4 o o
2 A}o|u1°+ﬁ 218mz1o ¢ I EX of theh FoAS def= Al A9 Al s
r 140 HEYE 94, 2% % 225U BHA Bew AREA7MIREYS] HRrFy o Al
A8 . -
© 27 HeURe B FYUHI WO Ho| HOHATD AR Ranie] ViR Reg 913 AlwedH
HEo HEAYo ¥y, ug Y ZEE Yoo T 9] oS F|EAE £F" So] 9t}
Neg 2FE 32 oo doo WA 4 Yot o e

Table 6. Distribution of Korean laws and
regulations based on comparing items

ol susl A o3
7130 Aol Ay w5 ey 2AE A

b ) = ?
SI=E gPAEle]  F=e] AQlE wWAst 9t
(1-3)Training Responsibility). A163(813 ek
A AEEFR)Q el 7 RAA o] Alo]w kAl

—
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Table 6.2 =W # - F4& 1570 H]F—f‘é}%ﬂ]
Agslo] EE IS wWF glon, 5
ool s AWER] oke-S Feld & °]E} ol

O N HE - S TIOR Bla - 2 A
2 S0 g - SR 43S weds agke
g gF A HAd 24 0 4 58
o33 1 W wgko] e
v.2 =

F 3001 ek FAlsle] Sk vIFe] Apolinel

d o5 A ”d%.r 4, OMB
Circular-A 5& A#HE Z3 93], OPM,
F -4 Ade g
e & & lgdth ”l'—‘?‘ Aul7|3ke] Atelw i
g Az 7 E"]f& A
HEEA 1 FAE W3] PR AL
, 19874 AR FFEHPE S AR 8'0“-/]
HES 53 "}"]HL"‘%_‘L A FA ol gk 32 24
Z vleslgl o alolu] BebH (2015) W] aAutate]
HEgkIHEHG o] HAl Al slgsh= WES 7t

it

“’%ﬂ—ﬂ
(DHS, OPM %), @47]3(NIST, NSF %) A
AE W3s] ste] Alzel oigk AAHe] sl 4
e 2R B & drh. =& W Aeoalk 7)3kel
Awpr|Ee] o5 WEs sla, FISMA 4 12
TS 93]ef| AE(FY2000 ~ FY2017)3ke] 2
3]e] el Y H7AE o5t

vl Apelu Bl 1Y fAE EFE H8F) -t
(45 E 58 =29 mludE 15655 H83e
AT A 24 W - o] WeEe] e VT
o A el dod guel A AHLE ks
g Bl & sdsiet. felvee] A 1570 wla
g5 5 Atoluibd el iAol 27 wlaEEnks
Fote A Alela, B =ellA AlQkal AlelH
Hal <l o W FuE VAL F YEE T
7o) A5l At HE AR vhedste]
AEAolv] AAA oA FAlslok & Aot
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